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CMS Enterprise Portal QRG for Help Desk MFA Support

1. Introduction

This guide provides step-by-step instructions on how Application Help Desks can support their users for the following Multi-
Factor Authentication (MFA) related services:

e Unlock MFA device(s)
o Remove MFA device(s)
o Generate a One-Time Security Code

Note: This document assumes that the application user has an active CMS Enterprise Portal account, a role in <Application
Name=>, and has registered for MFA in order for the Application Help Desk to provide support.

Multi-Factor Authentication (MFA)
Multi-Factor Authentication (MFA) is a security mechanism that is implemented to verify the legitimacy of a person or
transaction.

MFA requires you to provide more than one form of verification in order to prove your identity. MFA registration is
required only once when you are requesting a role, but will be verified every time you log into the CMS Enterprise
Portal.

During the MFA registration process, the CMS Enterprise Portal requires registration of a phone, computer, or e-mail to
add an additional level of security to a user’s account.

You may select from the following options to complete the registration process:

e Smart Phone: Download Validation and Identity Protection (VIP) access software on your smart phone/tablet.
You must enter the alphanumeric credential 1D that is generated by the VIP access client. You will then enter the
Security Code generated by the VIP client.

e Computer: Download VIP access software on your computer. You must enter the alphanumeric credential 1D
generated by the VIP access client. You will enter the Security Code generated by the VIP client.

o E-mail: Select the e-mail option to receive an e-mail containing a Security Code required at login. You must
provide a valid, accessible e-mail address.

o Short Message Service (SMS): Use the SMS option to have your Security Code texted to your phone. You must
enter a valid phone number. The phone must be capable of receiving text messages. Carrier charges may apply.

e Interactive Voice Response (IVR): Select the IVR option to receive a voice message containing your Security
Code. You must provide a valid phone number and (optional) phone extension.

For registering MFA devices, refer to the following EIDM Quick Reference Guides:

o EIDM QRG — Users Adding MFA to Application Role
e EIDM QRG — User Login

For accessing the ‘User Details’ page, refer to the following EIDM Quick Reference Guides:

o EIDM QRG — Help Desk Manual LOA Update

If you have questions or need assistance regarding MFA, please contact your Application Help Desk
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2. Step-by-Step Instructions to Unlock a Registered MFA Device

This section outlines the steps Application Help Desk Users, Application Approvers, and EIDM Help Desk Users take to
unlock a registered phone, computer, or e-mail address. Please follow each step listed below unless otherwise noted.

Steps

Screenshots

1. Go to https://portal.cms.gov/ and select
Login to CMS Secure Portal on the
CMS Enterprise Portal.

Note: The CMS Enterprise Portal
supports the following browsers:
Internet Explorer 11, Firefox, Chrome,
and Safari.

Home | AboutCMS | Newsroom | Archive | €2 Help § FAQs | () Emadl | ) Print

CMS,QOV ‘ Enterprise Portal

Centers for Medicare & Medicaid Services Learn sbout your heaithowre ootions

[ searencasgor

Health Care Quality System Provider

CMS Portal > Welcome to CMS Portal

CMS Secure Portal

To log into the CMS Portal 8 CMS user
sccount is required.

‘Welcome to CMS Enterprise Portal |

The CMS Enterprise Portal is a gateway / -
being offered to allow the public to access a -

number of systems related to Medicare ‘ 8 Login u:,CMS Secure
. ortal

Advantage, Prescription Drug, and other ~ad /{/ /

CMS programs. - = -

E. 1D?

Forgot Password?
New User Regsstration

y

4 |
e e e I e o
innovation Center | MLms | scu | PECO'S | Guasty Reporting | caxc

2. Read the ‘Terms and Conditions’ page
and select I Accept to continue.

Healn Care Qualty Ingeovement System  PTovicer Resowces

Terms and Conditions

OMB No 0932123 | Expwation Date: 04502017 | Pagensork Recucton Act

You 2% MCessng 3 U S OGovermment nioemanon syanem. which Includes (1) this computer, (2) M compoter network, (3) 3 COMPUIES CONMCING 10 I netwon:
300 (4) 30 OrvCes 00 32308 MG BRI 15 Tl HRTAOAK O B0 B COMOUTNC 0N 1N Mtacrh. Thel FIDImaton fysiem & rowoRd K U S Oovernment-authoree
Ut oy

UNSUINDNG OF #0re0er ute Of I8 S0 Mdly MUl 1 GCOnary SCE0N. B8 Wil 3% (vl 300 LOMNA (enaten
By g T Hormaton ST pou UeiEnd Ind CoNMnt 10 e Iowng
You have 70 1ean0nabie ©x3ectaton of DOVaCY IGINENG 3%y COMMUNKITON O Sata Tamatng or 4ored on tha Normaton yystem

AL any S, and K0r 30y Wi GOvemment SUPOSe, 19 JOVErymant My MONBDr, IMRcept. and SN 300 S6I0 Iy COMMUNKINON O Gata TaNstng or 510080 00
Vs NOMISON Yystem

ATy COMMUNCITON OF Gata YANONg Of SI0Ned 0N T8 INEMANON Sy5em May De 0SC0sed O Uses Kor a1y IWis GOvernment DUpose.

0 CONBNUE, YOU MUST JCCE0E The T 30 CONSRIONS. I J0U SOCng. pOur 00N Wit SUDMat a0y De Land eied

-— @S SIS

If you have questions or need assistance regarding MFA, please contact your Application Help Desk
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Steps

Screenshots

3. Enter your User ID and select Next.

o | ot s | Mipwarnoem | devien | (G viie & Pt | L ot | L Pt

CMS_ QDV | Enterprise Portal

Centers for Madicare & Medicaid Seraces

Haalmh Cace Craality Impeowiman Syniem  Provider Hescurcen

Welcome to CMS Enterprise Portal

-_— GITED TR

it Ui 75
e 30 B COUNET C0E T I - N AT PRORTIO0T

Enter your Password, select an MFA
Device Type from the drop-down,
enter the Security Code, and select
Log In.

Note: The ‘Security Code’ for the ‘E-
mail’ and ‘One-Time Security Code’
options expires after 30 minutes. The
‘Security Code’ for the other MFA
device types expires after 10 minutes.
If you are unable to enter the code
within the period, you will need to
request a new one.

If you do not have access to your
registered MFA device, please refer to
the ‘User Login’ QRG for step-by-step
instructions on how to register an MFA
Device.

~ Welcome to CMS Enterprise Portal

ctor Authenbcaton (MFA) dewce

vou will be directed away

Neod 10 Reginter an MFA Device?

I you have not regutered an MFA devce and would like 8o 49 35 now, you may use the Reguter MFA Devce’ bnk. Foe securdty purposes you
will be procgted 1o 1ogin agan ad answer your challinge suestions before registening an MFA devce
“m;:.,.,.z,;, Seloct MFA Devie Trpe :

=) GIETED @G5S

Linabin 10 22cens Securiy Coge?

Regiter MF A Device

If you have questions or need assistance regarding MFA, please contact your Application Help Desk
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Steps

Screenshots

4a. If you select Phone/Tablet/PC/
Laptop as the ‘MFA Device Type’,
enter the VIP Access software’s
‘Security Code’ as the MFA Security
Code and select Log In.

¥ VIP Access

"Credential ID

VSHM49586924 c

SecurityCode @2 |

533515 ¢
O e

MFA Device Type: Phone/TabletvPC/Laptop v
The Security Code for the Phone/T ablet/PC/Laptop willl expire in 10 minutes

[ R

— | Cencet

Log In

Eorgot Password?

Unable to Access Security Code™

Register MEA Device

4b. If you select Text Message — Short
Message Service (SMS), Interactive
Voice Response (IVR), or E-mail as
the ‘MFA Device Type’, select Send
to receive the code on the selected
MFA device type.

Enter the code in the Security Code
field and select Log In.

g serc

The Security Code for the Interactive \Voice Response (IVR) will expire in 10 minutes.

B ccurity Code: 312455
= [ cancel

Forgot Password?
Unable to Access Security Code?

MF& Device Type: | Intéractve Voice Response (IVR)

Register MFA Device

If you have questions or need assistance regarding MFA, please contact your Application Help Desk
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Steps

Screenshots

4c. If you select One-Time Security Code
as the ‘MFA Device Type’, enter the
code you receive either in the e-mail
sent to your registered e-mail address
via the ‘Unable to Access Security
Code?’ link or from your Application
Help Desk in the Security Code field
and select Log In.

Password: sssssessss

MFA Device Type: One. Time Security Code v
The Security Code for the One- Time Security Code will expire in 30 minutes.

- Security Code: 234211

- GECTED GE==ND

Forgot Password?

Unable to Access Security Code?

Reqgister MFA Device

5. Locate the ‘Welcome <First> <Last>’
drop-down list in the top-right corner
of the page and select My Helpdesk.

.Qov My bpdes
Wy Pt My Accom
e

N —
B

‘Welcome to CMS Enterprise Portal

Request Access

Uit Tt S Bt 50 Aguedl ACCes %0 Sy lemaAson Ao

Contact Help Desk

o

The Enterprive Portat combines and duplrys contont and fomms from muliple agpicanons,
IPPONS WLATS W REVQESON Bnd (A05S NP0 SAarCh D0, SUDDUTES SETOMES SN-0n.
W s 10M-Daed BCCESS A0 DArSONERZELON 10 Present each User with only relevart coment
a0t sppieations. The vesion of B Entarpene Pomal i 3 peovide “one-410p Ippng”

Ca0abAte 1 IMErove CUMKMAr EEpenence and satalacton

Application Access
There are several ways 10 manage sccess lo
™ 1 the €38 prise Portal s
V. To et accon 1o appicatons seppores by JUN 99 % T y AGvanced Provider Bereenng (APS) Welp O0sd f or mioes
Eatarpoise Uner Admunestiaton e < 8 B AP iccR s
2 T et aCCen 10 AOPACANONS Sepinted by LICAL s . = =

W 1 Desh 1 (410) 1

If you have questions or need assistance regarding MFA, please contact your Application Help Desk
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Steps Screenshots

6. Enter the wuser’s details on the e

‘Application Search’ page and select

Search. r—

Note: Use this to search and manage LastMarme

user accounts under your authority.

You must select at least the Application

to perform a search. Only the first

1,000 results will display.

) B -

6a. If you are unable to locate a user in i oo

‘Application Search’, you can select Application Search 2

‘Enterprise Search’, enter the user’s
details, and select Search.

User D E-mail Address

First Name Last Name

Note: Use this to search and manage
user accounts in the CMS Enterprise
Portal. This search option is intended
for helping users who may have called
the wrong Help Desk or may not have = -
an application role, etc. You must enter
at least the User ID (or) E-mail '
Address (or) a combination of First
Name (and) Last Name to perform a o
search. The results will only display if
10 or fewer results match the criteria.

Role

If you have questions or need assistance regarding MFA, please contact your Application Help Desk
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Steps

Screenshots

Application Search

—

Dt o Birth

MFA Device’ is also available on the
‘User Details’ page.

Lt 4 digits of SN
X o O
7. Select Manage MFA Device from the
‘Actions’ drop-down list. SR <
Note: The option to select ‘Manage s

m Reset

Showing 1 of 1 matching records in Eligibility and Enrollment Medicare Online (ELMO)

Sort By | UserID j I

ascencing [v]  sore

Export Results
UserID

User Details Status. Role Actions
ROCKET13 Name: sally smith Account: Unlocked ELMO Systems Users Administrator ==
Email: chjohnson@gssine com User: Active Reset Password
State: MD Disable User

- Manage MFA Device

Resu\(sPerPagEj First Previous Next Last Showing Page wj of1

7a. Select the User ID to go to the ‘User
Details’ page.

Showing 1 of 1 matching records in Eligibility and Enrollment Medicare Online (ELMO)

SortBy | UserID

M o ascencing [v]|  sore

Export Results

User D User Details Status Role Actions

ROCKET13 <l Name: sally smith Account: Unlocked ELMO Systems Users Administrator e j
Email: crjohnson@assine.com User: Active
State: MD

Resu\[sPerFagEj First Previous Next Last Showing Page 1j of 1

If you have questions or need assistance regarding MFA, please contact your Application Help Desk
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Steps Screenshots

7b Select Manage MFA DeV|Ce Update LOA Disable User Reset Password Manage MFA Device Remove Role/Attribute  Back To Search

USER DETAILS: ROCKET13

SALLY SMITH

wBASIC INFORMATION

First Name: sally Last Name: smith

Middle Name: Display Name: sally smith

Suffix E-mail Address: chjohnson@qssinc.com
User ID: ROCKET13 Last 4 digits of SSN. 5555

Date of Birth 02/02/1990 Professional Credentials:

Title

+|PERSONAL CONTACT INFORMATION

U.S. Home Address

Home Address 1 321 sandy road Home Address 2

City: gaithersburg State: MD

Zip Code: 20879 Zip Code Extension

Country: Primary Phone Number 2406669599

8. Select the checkbox corresponding to Y —————
the locked MFA device and select

UnIOCk M FA DeVices' 5-::‘::”' Credential IDIPhone MFA Device Description MFA Device Type MFA Device Status Registered On
Note: The option to Unlock MFA SoLm Im.oommooImn
Devices is enabled only if there is an

MFA devlce for the user Wlth the IOCked ‘ Unlock MFA Devices  Remove MFA Devices  Generate Security Code  Cancel

status.

9. Select OK to confirm unlocking the :
registered MFA device.

Areyou sure you want bo unloek the following MFA Device(s)

Crodertal 0 12034501154
OR » 0K Cancel

Select Cancel to return to the ‘Manage
MFA Device’ page.

Note: If the selected device(s) is already
in Enabled status, an error message will
be displayed.

10. A success message displays. Select OK
to return to the search results.

Manage MFA Device: PVPQRSUSER2

MFA devites(s) has been uniacked successfully

If you have questions or need assistance regarding MFA, please contact your Application Help Desk
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3. Step-by-Step Instructions to Remove a Registered MFA Device

This section outlines the steps Application Help Desk Users, Application Approvers, and EIDM Help Desk Users take to
unlock a registered phone, computer, or e-mail. Please follow each step listed below unless otherwise noted.

Steps Screenshots
1. Go to https://portal.cms.gov/ and select s | e o
Login to CMS Secure Portal on the CMSQOV ‘Eme’p"se Portal e —
CMS Enterprise Portal. Centers for Medicare & Medicaid Services Learn sbout you hesthoare ogtions | || Smasgy |

Health Care Quality Improvement System  Provider Resources
Note: The CMS Enterprise Portal | | cwsres > wecome o cuspor
supports the following browsers:| || :

Internet Explorer 11, Firefox, Chrome, | | \Velcome to CMS Enterprise Portal
and Safari.

CMS Secure Portal

2

To log into the CMS Portal a CMS user
account is required.

8 Login to CMS Secure
Portal

Forgot User 1D?
Forgot Password?
New User Registration

The CMS Enterprise Portal is a gateway / -

being offered to allow the public to access a

number of systems related to Medicare ‘

Advantage, Prescription Drug, and other : /{/
y /

CMS programs.

R o
Innovation Center | Mus | mcu | PECOS | Guasty Reporting | caxc)
2. Read the ‘“Terms and CoNAItiONS’ PAZE| | mum cars sty mpssvament systom  rovise esossces

and select | Accept to continue.

OMB No 0932920 | Expwation Date: 04502017 | Papersork Reaucton Act

You a%e a0cessng a U S Oovernment ndormancn system. which includes (1) s computer, (2) T COmuter metwork, (1) 3 COMPUBETS CONNSCING 1D I Neteon
B0 (4) 31 00VCes 500 SE 308 MG SRALNG 15 T HETASAY OF B0 B COMMOUTNe 0N 1N tacrh. Thes FIDrmaton fystens & (rOwoRE A U S Covernment-aumored
Ut oYy

UNSUINOADed &f Ingro0er ute Of [N S0 Maly HSul 1 OACOinary 500N, B8 will 3% VIl 3N LOMNN [enaties
By cang T AAormaton Saem. pou UOOeEId Ind CONMent 1 Pe oWy
You have 70 "ean0natie ©x3e<taton of DOVaCY TRGINENG 37y COMMUNKITON o Sata Yamatng o $ored on e Normaton yysiem

AL any S0, 3 K¢ 30y IS GOVenment SUPOSE, e QOVErMant My MONRo:, MRt 3nd 563N 300 S6T0 3Ny COMMUNK B0 o Cata TaNSEng or 510080 00
us NiOAmRson Yystem

ANy COMMUNCION OF GatS YANSONG Of SI0Ned 0N T8 INDEMANON Sy5em May De 05C08ed O Ules Kr 31y GWis GOovernment DuUpose.

O 0ONBNUe, YOU MUSE JCCE0 THe TS 300 CONTONS 10U SOCAND. yOur DN Wit SUDMat a8y De Landeed

- @IS GT5D

If you have questions or need assistance regarding MFA, please contact your Application Help Desk
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Steps

Screenshots

3. Enter your User ID and select Next.

o | ot s | bipwarnoem | dumvien | (G v b Ftn | L Bt | L Prive

CMS_QDV | Enterprise Portal
Cce

enters for Madicare & Medicasd Sendces

Haals Care Quality Impeowamand fypniem Provider Heacaices

Welcome to CMS Enterprise Portal

-_—) GITED G

4- - - ALl
F 30 B COUNET CI0E T W - MW L PRI

Enter your Password, select an MFA
Device Type from the drop-down list,
enter the Security Code, and select
Log In.

Note: The ‘Security Code’ for the ‘E-
mail’ and ‘One-Time Security Code’
options expires after 30 minutes. The
‘Security Code’ for the other MFA
device types expires after 10 minutes.
If you are unable to enter the code
within the period, you will need to
request a new one.

If you do not have access to your
registered MFA device, please refer to
the ‘User Login’ ORG for step-by-step
instructions on how to register an MFA
Device.

~ Welcome to CMS Enterprise Portal

Enter Secwrity Code

regusstered as your Mult-Factor Authenbcation (MFA) dewce

will be directed sway

Neod 10 Register an MFA Device?
1 you have not registered an MFA device and would like 2o 85 30 now, you may use the Reoguter MFA Device’ bnk. Foe securdy pur

will be procegted 1o 1ogin pan Md answer your chANlnge Suestions before registening an NFA devce

o Select MFA Devee Tipe v

If you have questions or need assistance regarding MFA, please contact your Application Help Desk
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Steps

Screenshots

4a. If you select Phone/Tablet/PC/
Laptop as the ‘MFA Device Type’,
enter the VIP Access software’s
‘Security Code’ as the MFA Security
Code and select Log In.

¥ VIP Access

"Credential ID

VSHM49586924 C

SecurityCode @2 |

533515 €
O

MFA Device Type: Phone/TabletvPC/Laptop v
The Security Code for the Phone/T ablet/PC/Laptop will expire in 10 minutes.

) . iy code: 31083

—=> | Cancar

Log In

Eorgot Passworgd?

Unabile to Access Security Code™

Register MEA Device

4b. If you select Text Message — Short
Message Service (SMS), Interactive
Voice Response (IVR), or E-mail as
the ‘MFA Device Type’, select Send
to receive the code on the selected
MFA device type.

Enter the code in the Security Code
field and select Log In.

i snd

The Security Code for the Interactive Voice Response (IVR) will expire in 10 minutes.

B Socurity Code: 312455
= [ cancel

Forgot Password?
Unable to Access Security Code?

MF& Device Type: | Intéracthe Voice Response (IVR)

Register MFA Device

If you have questions or need assistance regarding MFA, please contact your Application Help Desk
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Steps

Screenshots

4c. If you select One-Time Security Code

as the ‘MFA Device Type’, enter the
code you receive either in the e-mail
sent to your registered e-mail address
via the ‘Unable to Access Security
Code?’ link or from your Application
Help Desk in the Security Code field
and select Log In.

Password: sssssesses

MFA Device Type: One. Time Security Code v
The Security Code for the One- Time Security Code will expire in 20 minutes.

‘ Security Code: 234211

- GEETED GE==ND

Forgot Password?

Unable to Access Security Code?
Reqgister MFA Device

5. Locate the “Welcome <First> <Last>’

drop-down list in the top-right corner of
the page and select My Helpdesk.

oy A

CMS 'l"'rv:; se Portal

.gov My doepes

Wy Pornst Wy Accenm
14y Fvome

M Pona » My Pors

=
{Welcome to CMS Enterprise Portal
b

Request Access

Ui Tt Sk Bhow 90 Apguedl AC0es 40 Sy lemaAsoR Atons

Contact Help Desk

Master Dats Management Melp Desh For U

Contact MOM Supgan By emid o i

The Enterprise Portat combines and dapliys contont and formms from muligle aspicatons,
SIDPONS. AT W FRAVQEROn and (7055 -INLPNS0 Seach 1k, SUPDOTS SETOMOS SGN-on,
AN uses 100-Dased BCCOSS A0 PArSONARZAtON 10 (resent each User with only relevant coment
a0t sppieations. The veion of B Entarpene Pomal i 10 peovide “one-410p Ihappng”

CAOADALE 10 IMErove CUHMA EXpINeNce and satalacton

Application Access

There are several ways 1o manage access o T hors of cpeamon ive 90 A - 600 PR Easieen Sontand

spplications i the CMS Enterprise Portal B T Moy 16 Friday

V7O get accons 5 appie atons sepporied by SO 90 % T y
faterprine Urer Adswvairpgon stv -
3t -

0 St 404058 10 AOPACANONS Sueponed by EICAL aed

AGvances Provider Beresneg (AP S) g D0sd f or mioes
-t B AP scm e

If you have questions or need assistance regarding MFA, please contact your Application Help Desk
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Steps

Screenshots

Enter the wuser’s details on the
‘Application Search’ page and select
Search.

Note: Use this to search and manage
user accounts under your authority.
You must select at least the Application
to perform a search. Only the first
1,000 results will display.

Enterprise Search

Application Search £

User 1D

Application®

E-mail Address

Last 4 digits of 55N

6a.

If you are unable to locate a user in
‘Application Search’, you can select
‘Enterprise Search’, enter the user’s
details, and select Search.

Note: Use this to search and manage
user accounts in the CMS Enterprise
Portal. This search option is intended
for helping users who may have called
the wrong Help Desk or may not have
an application role, etc. You must enter
at least the User ID (or) E-mail
Address (or) a combination of First
Name (and) Last Name to perform a
search. The results will only display if
10 or fewer results match the criteria.

Application Search

User D

First Mame

State

Application®

Role

Last 4 digits of 55N

If you have questions or need assistance regarding MFA, please contact your Application Help Desk
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Steps

Screenshots

Application Search
Enterprise Search

p—

Daie of Birth

Note: The option to select ‘Manage
MFA Device’ is also available on the
‘User Details’ page.

Last 4 digits of $EN
L Yo
7. Select Manage MFA Device from the
‘Actions’ drop-down list. = -

E-mail Address
rocket13

Showing 1 of 1 matching records in Eligibility and Enrollment Medicare Online (ELMO)

SortBy | UseriD

j In Astshdmgj

sort

Export Results
UserID

User Details

Status Role Actions
ROCKET13 Name: sally smith Account: Unlocked ELMO Systems Users Administrator o]
Email: chichnson@qssinc.com User: Active Reset Password
State: MD Disable User
- Manage MFA Device
Results Per Pagej First Previous Next Last ShowingPage ilv| Of1

7a. Select the User ID to go to the ‘User
Details’ page.

Showing 1 of 1 matching records in Eligibility and Enrollment Medicare Online (ELMO)

8

SortBy  UserD In | Ascending [v]  sort

Export Results
UserID

User Details Status Role Actions
ROCKET13 <l Name: sally smith Account: Unlocked ELMO Systems Users Administrator colec j
Email: chiohnson@gqssine com User: Active
State: MD
Results Per Page| j First Previous Next Last

Showing Page 1j of1

If you have questions or need assistance regarding MFA, please contact your Application Help Desk
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Steps

Screenshots

7b. Select Manage MFA Device.

Update LOA Disable User Reset Password Manage MFA Device Remove Role/Attribute  Back To Search
USER DETAILS: ROCKET13

SALLY SMITH

+BASIC INFORMATION

First Name: sally Last Name: smith
Middle Name: Display Name: sally smith

Suffx E-mail Adcress chjohnson@assine.com
User D: ROCKET13 Last 4 digits of SSN: 5655

Date of Birth 02/02/1950 Professional Credentials

Title:

+/PERSONAL CONTACT INFORMATION

U.S. Home Address

Home Address 1 321 sandy road Home Address 2
City gaithersburg State: MD

Zip Code: 20879 Zip Code Extension

Country Primary Phone Number 2406669999

Select the checkbox corresponding to
the MFA device that needs to be
removed and select Remove MFA
Devices.

Manage MFA Device: ROCKET13

MFA ID: ROCKET13

[0 SelectAll  Credential ID/IPhone MFA Device Description MFA Device Type MFA Device Status Registered On
Number/E-mail

=4 - VBSTE5364434 091851 STANDARD_OTP ENABLED 0502/2016 4:24 PM
chjohnson@qssinc.com Email Email ENABLED 02/25/2016 1:40 PM

Unlock MFA Devices ~ Remove MFA Devices ~ Generate Security Code  Cancel

Select OK to confirm removing the
registered MFA device.

OR

Select Cancel to return to the ‘Manage
MFA Device’ page.

Manage MFA Device: ROCKET13

MFA ID: ROCKET3
Are you sure you wiant 1o remove the following MFA Device(s)? Once removed, the devices(s) will no longer be able to receive the Security Code
Credental ID/VSST85364434

OK Cancel

10. A success message displays. Select OK

to return to the search results.

Manage MFA Device: ROCKET13

MFA ID: ROCKET13

MFA devices(s) has been removed successfully

If you have questions or need assistance regarding MFA, please contact your Application Help Desk
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4. Step-by-Step Instructions to Generate One-Time Security Code

This section outlines the steps Application Help Desk Users, Application Approvers, and EIDM Help Desk Users take to
generate a one-time MFA security code. Please follow each step listed below unless otherwise noted.

Steps Screenshots
1. Go to https://portal.cms.gov/ and select s | e o
Login to CMS Secure Portal on the CMSQOV ‘Eme’p"se Portal e —
CMS Enterprise Portal. Centers for Medicare & Medicaid Services Learn sbout you hesthoare ogtions | || Smasgy |

Health Care Quality Improvement System  Provider Resources
Note: The CMS Enterprise Portal | | cwsres > wecome o cuspor
supports the following browsers:| || :

Internet Explorer 11, Firefox, Chrome, | | \Velcome to CMS Enterprise Portal
and Safari.

CMS Secure Portal

The CMS Enterprise Portal is a gateway / - To log into the CMS Portal a CMS user
being offered to allow the public to access a <
number of systems related to Medicare

Advantage, Prescription Drug, and other : /{/

CMS programs.

account is required.

8 Login to CMS Secure
Portal

Forgot User 1D?
Forgot Password?
New User Registration

R o
Innovaton Canter | MLss | Mo | PECO'S | Quasty Reporting | caxc|
2. Read the ‘“Terms and CoNAItiONS’ PAZE| | mwm cars cussty mpssrsment systom  rovises esossces

and select | Accept to continue.

OMB No 0932920 | Expwation Date: 04502017 | Papersork Reaucton Act

You a%e a0cessng a U S Oovernment ndormancn system. which includes (1) s computer, (2) T COmuter metwork, (1) 3 COMPUBETS CONNSCING 1D I Neteon
B0 (4) 31 00VCes 500 SE 308 MG SRALNG 15 T HETASAY OF B0 B COMMOUTNe 0N 1N tacrh. Thes FIDrmaton fystens & (rOwoRE A U S Covernment-aumored
Ut oYy

UNSUINOADed &f Ingro0er ute Of [N S0 Maly HSul 1 OACOinary 500N, B8 will 3% VIl 3N LOMNN [enaties
By cang T AAormaton Saem. pou UOOeEId Ind CONMent 1 Pe oWy
You have 70 "ean0natie ©x3e<taton of DOVaCY TRGINENG 37y COMMUNKITON o Sata Yamatng o $ored on e Normaton yysiem

AL any S0, 3 K¢ 30y IS GOVenment SUPOSE, e QOVErMant My MONRo:, MRt 3nd 563N 300 S6T0 3Ny COMMUNK B0 o Cata TaNSEng or 510080 00
us NiOAmRson Yystem

ANy COMMUNCION OF GatS YANSONG Of SI0Ned 0N T8 INDEMANON Sy5em May De 05C08ed O Ules Kr 31y GWis GOovernment DuUpose.

O 0ONBNUe, YOU MUSE JCCE0 THe TS 300 CONTONS 10U SOCAND. yOur DN Wit SUDMat a8y De Landeed

- @IS GT5D

If you have questions or need assistance regarding MFA, please contact your Application Help Desk
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Steps

Screenshots

3. Enter your User ID and select Next.

o | ot s | bipwarnoem | dumvien | (G v b Ftn | L Bt | L Prive

CMS_QDV | Enterprise Portal
Cce

enters for Madicare & Medicasd Sendces

Haals Care Quality Impeowamand fypniem Provider Heacaices

Welcome to CMS Enterprise Portal

-_—) GITED G

4- - - ALl
F 30 B COUNET CI0E T W - MW L PRI

Enter your Password, select an MFA
Device Type from the drop-down list,
enter the Security Code, and select
Log In.

Note: The ‘Security Code’ for the ‘E-
mail’ and ‘One-Time Security Code’
options expires after 30 minutes. The
‘Security Code’ for the other MFA
device types expires after 10 minutes.
If you are unable to enter the code
within the period, you will need to
request a new one.

If you do not have access to your
registered MFA device, please refer to
the ‘User Login’ QRG for step-by-step
instructions on how to register an MFA
Device.

~ Welcome to CMS Enterprise Portal

Enter Secwrity Code

regusstered as your Mult-Factor Authenbcation (MFA) dewce

will be directed sway

Neod 10 Register an MFA Device?
1f you have not repistered an MFA device and would like 8o 89 30 now, you may use the Regater MFA Device” bk, For securdy purposes you
will be procegted 1o 1ogin pan Md answer your chANlnge Suestions before registening an NFA devce

o Select MFA Devie Tipe v

If you have questions or need assistance regarding MFA, please contact your Application Help Desk

18




CMS Enterprise Portal QRG for Help Desk MFA Support

Steps

Screenshots

4a. If you select Phone/Tablet/PC/
Laptop as the ‘MFA Device Type’,
enter the VIP Access software’s
‘Security Code’ as the MFA Security
Code and select Log In.

¥ VIP Access

"Credential ID

VSHM49586924 C

SecurityCode @2 |

533515 €
O

MFA Device Type: Phone/TabletvPC/Laptop v
The Security Code for the Phone/T ablet/PC/Laptop will expire in 10 minutes.

) . iy code: 31083

—=> | Cancar

Log In

Eorgot Passworgd?

Unabile to Access Security Code™

Register MEA Device

4b. If you select Text Message — Short
Message Service (SMS), Interactive
Voice Response (IVR), or E-mail as
the ‘MFA Device Type’, select Send
to receive the code on the selected
MFA device type.

Enter the Security Code and select
Log In.

i snd

The Security Code for the Interactive Voice Response (IVR) will expire in 10 minutes.

B Socurity Code: 312455
= [ cancel

Forgot Password?
Unable to Access Security Code?

MF& Device Type: | Intéracthe Voice Response (IVR)

Register MFA Device

If you have questions or need assistance regarding MFA, please contact your Application Help Desk
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Steps

Screenshots

4c. If you select One-Time Security Code

as the ‘MFA Device Type’, enter the
code you receive either in the e-mail
sent to your registered e-mail address
via the ‘Unable to Access Security
Code?’ link or from your Application
Help Desk in the Security Code field
and select Log In.

Password: sssssesses

MFA Device Type: One. Time Security Code v
The Security Code for the One- Time Security Code will expire in 20 minutes.

‘ Security Code: 234211

- GEETED GE==ND

Forgot Password?

Unable to Access Security Code?
Reqgister MFA Device

5. Locate the “Welcome <First> <Last>’

drop-down list in the top-right corner of
the page and select My Helpdesk.

oy A

CMS 'l"'rv:; se Portal

.gov My doepes

Wy Pornst Wy Accenm
14y Fvome

M Pona » My Pors

=
{Welcome to CMS Enterprise Portal
b

Request Access

Ui Tt Sk Bhow 90 Apguedl AC0es 40 Sy lemaAsoR Atons

Contact Help Desk

Master Dats Management Melp Desh For U

Contact MOM Supgan By emid o i

The Enterprise Portat combines and dapliys contont and formms from muligle aspicatons,
SIDPONS. AT W FRAVQEROn and (7055 -INLPNS0 Seach 1k, SUPDOTS SETOMOS SGN-on,
AN uses 100-Dased BCCOSS A0 PArSONARZAtON 10 (resent each User with only relevant coment
a0t sppieations. The veion of B Entarpene Pomal i 10 peovide “one-410p Ihappng”

CAOADALE 10 IMErove CUHMA EXpINeNce and satalacton

Application Access

There are several ways 1o manage access o T hors of cpeamon ive 90 A - 600 PR Easieen Sontand

spplications i the CMS Enterprise Portal B T Moy 16 Friday

V7O get accons 5 appie atons sepporied by SO 90 % T y
faterprine Urer Adswvairpgon stv -
3t -

0 St 404058 10 AOPACANONS Sueponed by EICAL aed

AGvances Provider Beresneg (AP S) g D0sd f or mioes
-t B AP scm e

If you have questions or need assistance regarding MFA, please contact your Application Help Desk
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Steps

Screenshots

Enter the wuser’s details on the
‘Application Search’ page and select
Search.

Note: Use this to search and manage
user accounts under your authority.
You must select at least the Application
to perform a search. Only the first
1,000 results will display.

Enterprise Search

Application Search £

User 1D

Application®

E-mail Address

Last 4 digits of 55N

6a.

If you are unable to locate a user in
‘Application Search’, you can select
‘Enterprise Search’, enter the user’s
details, and select Search.

Note: Use this to search and manage
user accounts in the CMS Enterprise
Portal. This search option is intended
for helping users who may have called
the wrong Help Desk or may not have
an application role, etc. You must enter
at least the User ID (or) E-mail
Address (or) a combination of First
Name (and) Last Name to perform a
search. The results will only display if
10 or fewer results match the criteria.

Application Search

User D

First Mame

State

Application®

Role

Last 4 digits of 55N

If you have questions or need assistance regarding MFA, please contact your Application Help Desk
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Steps

Screenshots

Application Search
Enterprise Search

p—

Daie of Birth

Note: The option to select ‘Manage
MFA Device’ is also available on the
‘User Details’ page.

Last 4 digits of $EN
L Yo
7. Select Manage MFA Device from the
‘Actions’ drop-down list. = -

E-mail Address
rocket13

Showing 1 of 1 matching records in Eligibility and Enrollment Medicare Online (ELMO)

SortBy | UseriD

j In Astshdmgj

sort

Export Results
UserID

User Details

Status Role Actions
ROCKET13 Name: sally smith Account: Unlocked ELMO Systems Users Administrator o]
Email: chichnson@qssinc.com User: Active Reset Password
State: MD Disable User
- Manage MFA Device
Results Per Pagej First Previous Next Last ShowingPage ilv| Of1

7a. Select the User ID to go to the ‘User
Details’ page.

Showing 1 of 1 matching records in Eligibility and Enrollment Medicare Online (ELMO)

8

SortBy  UserD In | Ascending [v]  sort

Export Results
UserID

User Details Status Role Actions
ROCKET13 <l Name: sally smith Account: Unlocked ELMO Systems Users Administrator colec j
Email: chiohnson@gqssine com User: Active
State: MD
Results Per Page| j First Previous Next Last

Showing Page 1j of1

If you have questions or need assistance regarding MFA, please contact your Application Help Desk
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Steps

Screenshots

7b. Select Manage MFA Device.

Update LOA Disable User Reset Password Manage MFA Device Remove Role/Attribute  Back To Search
USER DETAILS: ROCKET13

SALLY SMITH

+BASIC INFORMATION

First Name: sally Last Name: smith
Middle Name: Display Name: sally smith

Suffx E-mail Adcress chjohnson@assine.com
User D: ROCKET13 Last 4 digits of SSN: 5655

Date of Birth 02/02/1950 Professional Credentials

Title:

+/PERSONAL CONTACT INFORMATION

U.S. Home Address

Home Address 1 321 sandy road Home Address 2
City gaithersburg State: MD

Zip Code: 20879 Zip Code Extension

Country Primary Phone Number 2406669999

Select Generate Security Code.

Note: The Generate Security Code
button will be displayed only if the user
has an MFA ID. It is not required to
select the checkbox corresponding to
an MFA device in order to generate a
Security Code.

Manage MFA Device: ROCKET13

MFAID: ROCKET13

[ SelectAll  Credential ID/Phone MFA Device Description MFA Device Type MFA Device Status. Registered On
Number/E-mail
VSSTBA364434 091851 STANDARD_OTP ENABLED 08/02/2016 4:24 PM
chjohnson@gssinc.com Email Email ENABLED 021252016 1:40 PM

A4

Unlock MFA Devices Remove MFA Devices  Generate Security Code  Cancel

Select a Justification from the drop-
down list and select OK.

Notes: The Justification values are:

e Unable to access device(s) -

Use when the user is unable to
access their MFA device.

e No device registered -

Use when user does not have any
registered MFA devices.

e Issue retrieving Security Code -
Use when the user is unable to
retrieve the Security Code via any
of the registered MFA devices.

Manage MFA Device: ROCKET13

MFA ID: ROCKET13

Are you sure you want to generate a Security Code for this user?

User ID: ROCKET13

Justification®

Select j ‘
P o« cancel

If you have questions or need assistance regarding MFA, please contact your Application Help Desk
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Steps Screenshots

10. Select the Security Code Provided to

User by Phone checkbox if you gave
the user the code over the phone and

An e-mail with the above Security Code has been sent to the user’s registered e-mail address.
select OK to return to the search results B

page. t _—

If you have questions or need assistance regarding MFA, please contact your Application Help Desk
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